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I0C Type Description
1e123a6¢5d65084cabea78a26ec4bebcfc4800642fec480d1cee | Hash Operational
afb1cacaaa83 (sha256) Loaders
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7f757770f2049¢c23624a483feb6e9331693ded0dafb9c636f96fe
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New
Operational
Loaders
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2342c736572ab7448ef8da2540cdbfObae72625e41dab8fff5886 | Hash Backdoor Dev

6413854cab5c (sha256) version 2
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4d67f7f87b2b (sha256) version 2.1

2f0f0956628d7787c62f892e1bd9edda8b4c478cf8f1€65851052

c7ad493dc28

94dcaa51e792d1fa266cae508c2c62a2ca45b94e2fdfbca7eal12 | Hash Operational
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www.afboxmarket[.Jcom Domain Domains

www.allacestech[.]Jcom serving Bazar
loader files

www.almakaan[.Jcom
www.asg-bd[.Jcom
www.bakedbuns[.Jcom
www.bsrdesigns[.Jcom
www.dubaidreamsadventure[.Jcom
www.machunion[.Jcom
www.petromltd[.Jcom
www.ruths-brownies[.Jcom
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www.qgfcallc[.Jcom

www.thedemocraticpost[.Jcom

www.ottenbourg[.Jcom

www.ajeetsinghbaddan[.Jcom

www.shawigroup[.Jcom

35.208.42[.]2

IPs serving
Bazar loader
files

bestgame[.]bazar
coastdeny[.]bazar
eventmoult[.]bazar
forgame[.]bazar
newgamel.]bazar
portgame[.]bazar
realfish[.]Jbazar
tallcareful[.]bazar
thegame[.]bazar
workrepair[.]bazar
younika-hayde[.]bazar
zirabuol[.]bazar

Domain

Bazar domains

45.137.148[.]207
5.188.168[.]87
149.81.169[.]126
185.122.58[.]37
172.106.88[.]242
171.50.138[.]196
51.81.113[.]26
192.3.193[.]199
185.244.149[.]46
107.155.137[.]24
34.222.222[.]126
71.90.222[]141
71.240.225[.]169
185.65.202[.]58
45.155.173[.]166
62.108.35[.]221
85.204.116[.]149
107.173.114[.]117
217.12.209[.]60

Bazar
domains’ IPs




